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1.Introduction to Data Privacy Policy

National Medical Care Company, its branches, and its
subsidiaries is commmitted to protecting the privacy and
confidentiality of personal data processed during the
delivery of healthcare services and the operation of
hospital functions. As a healthcare organization, the
processes a significant volume of personal data,
including sensitive personal data such as medical and
health information, employee records, and operational
data related to patients, visitors, and service providers.

This Internal Data Protection and Privacy Policy
establishes the principles, rules, and responsibilities
governing how personal data must be handled within
the Hospital. The policy ensures that all personal data is
processed in a lawful, fair, transparent, and secure
manner in accordance with the Kingdom of Saudi
Arabia Personal Data Protection Law (KSA PDPL), its
Implementing Regulations, and other applicable
regulatory requirements.

The purpose of this policy is to:

e Ensure that personal data is processed lawfully
and responsibly across all hospital
departments.

e Protect the rights and privacy of individuals
whose data is processed by the Hospital.

e Establish clear roles, responsibilities, and
procedures for handling personal data.

e Ensure the secure collection, storage, use,
sharing, and disposal of personal data.

e Promote a culture of data protection
awareness and accountability among all
hospital employees and authorized personnel.

All employees, contractors, medical staff, and third
parties working with the Hospital must adhere to the
requirements outlined in this policy when handling
personal data.

1.2 What is Personal Data and Sensitive Data

Under the KSA Personal Data Protection Law (PDPL),
personal data refers to any information relating to an
identified or identifiable individual. An individual may
be identified directly or indirectly through identifiers
such as a name, identification number, location data, or
other factors related to the individual’s identity.
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Examples of personal data processed within the
Hospital may include:

e Patient name, contact details, and
identification numbers.

e National ID or Igama number.

e Date of birth, gender, and nationality.

e Contactinformation such as phone number
and address.

e Employee personnel records.

e Visitor registration details.

e System access logs and CCTV recordings.

In addition to personal data, the National Medical Care
Company and its business units also processes
Sensitive Personal Data, which requires a higher level of
protection under PDPL.

Sensitive personal data includes, but is not limited to:

e Health and medical information (diagnoses,
treatment records, and all kinds of tests results).
e Biometric data used for identification.
e Genetic information.
e Religious orintellectual beliefs.
e Criminal records.
e Racial or ethnic origin.
e Any data indicating parental status or family
relationships.
Because healthcare operations require the processing
of sensitive health information, the Care Hospitals
applies enhanced safeguards and strict access controls
to ensure such data is processed only when necessary
and in compliance with applicable laws.

1.3 Collecting and Processing Personal Data

The Care Hospitals collects and processes personal
data to support its core mission of delivering safe and
effective healthcare services, managing hospital
operations, and complying with regulatory obligations.

Personal data may be collected from various sources,
including:

Jals lginlleo i Ll auasil oyl aliol gog
ool
cayeill olsjlg Juaitl Gllyg Aol owl e
. aola Ul 08y of duilngll dyog)l by e
capiallg guiallg silioll Ayl e
.ulgielly wailgll ad)y Jio Juaidl clogleo e
.oxebhgoll gogu ullhw e

ol dppuws wlily e
Wlpold wilinwig dalAilll U.” Jodall cullaw e
.audlpoll

aylel) auidogll @l pidl pgéi sauaridl bl I daslallg
apasiill Ul aallesy Layl @lacl langg aulall
olaill laag ajloall (o el sgio cillaii il séuwluwn]]

sianll 1 JUodl duw e sdwbuall duasil bl Joudsg

Sllaw barad! Jio) aukly aall Glogleall e
woliras ayproll wllinllg wlngaell ailiig ol
(gelgil
cayoil) doariuall agnll bl e
aduall logleall e
sl ol aall cilasisall e
aslia)l odawdl e
Sl ol ool Jiodl e
gl el of gl &l I g Ul sl o
anun wlogleo dalleo wilhi auall ldosl o0 1A
8jj=o dlon lnylgis @il dyle) Gladiuwo ol rdwbuo
oim dalleo plaa) \Jaogll 6 8aill dojlo lcllg
Jaoeoll aolhilll 20 Golais lasg 8jguAll Aic lhoa bl
g

duaridl bl dalleog goa 11

ey auarill Sl dalleog gony dley Wliadiiuio 098)
lesg diol aun djle) loas 01387 6 auwlwll lgiogo
.awoihiill oldlaiel) JUiodlg /ool Gldac 8)lalg
uo loy 1633910 jabao (o duarididl bl 202 0l 169
HGIR

Data Protection and Privacy Policy




e Patients and their families during registration,
diagnosis, treatment, and billing.

e Employees and medical staff during
recruitment and employment management.

e Visitors entering hospital facilities.

e Service providers and contractors supporting
hospital operations.

e Digital systems and medical devices used in
healthcare delivery.

Personal data may be processed for purposes such as:

e Providing medical care and treatment.

e Maintaining patient medical records.

e Managing appointments and hospital
admissions.

e Processing insurance and billing transactions.

e Managing employment and workforce
administration.

e Ensuring hospital safety and security.

e Complying with legal, regulatory, and reporting
requirements

The Hospital ensures that personal data is processed
only when a lawful basis exists under PDPL, such as
consent, contractual necessity, legal obligation,
protection of vital interests, or other lawful grounds
permitted by the law.

The Care Hospitals also ensures that individuals are
provided with clear privacy notices explaining how
their personal data is collected, used, and protected.

1.4 Collecting and Processing Personal Data

National Medical Care Company, its branches, and its
subsidiaries integrates privacy and data protection
considerations into all systems, processes, and services
that involve the processing of personal data.

The principle of Privacy by Design and by Default
requires that data protection measures be
incorporated into the development and operation of
systems and processes from the earliest stages.
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This includes:

e Limiting the collection of personal data to what
is necessary.

e Implementing technical and organizational
safeguards to protect personal data.

e Restricting access to personal data to
authorized personnel only.

e Ensuring systems are configured to protect
privacy by default.

e Conducting Data Protection Impact
Assessments (DPIAs) when new systems or
high-risk processing activities are introduced
When new technologies, systems, or healthcare
services are implemented, the Care Hospitals

ensures that privacy risks are assessed and mitigated
before the processing begins.

2.Scope and Applicability

This chapter defines the scope of the Internal Data
Protection and Privacy Policy and clarifies how the
policy applies within National Medical Care Company,
its branches, and its subsidiaries.

The policy establishes the framework through which
the company ensures that personal data is processed
in accordance with the Kingdom of Saudi Arabia
Personal Data Protection Law (KSA PDPL) and it's
Implementing Regulations.

The policy applies to all personal data processed by
National Medical Care the company, its branches, and
its subsidiaries as part of its healthcare operations and
administrative activities. It provides guidance to
employees and authorized personnel on the
appropriate handling, protection, and management of
personal data throughout its lifecycle.

2.1 Policy Coverage

This policy applies to all personal data processed by
National Medical Care Company, its branches, and its
subsidiaries regardless of the form in which the data
exists. Personal data may be processed through
electronic systems, clinical applications, physical
records, communication platforms, or surveillance
systems.
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The policy governs the entire lifecycle of personal data
processing within National Medical Care the company,
its branches, and its subsidiaries, including its
collection, recording, storage, use, sharing, retention,
and destruction or anonymization.

All departments and operational units within the
company, its branches, and its subsidiaries must ensure
that personal data handled within their activities
complies with the principles and requirements outlined
in this policy.

2.2 Applicable Entities and Activities

This policy applies across all operational and
administrative functions of National Medical Care
Company, its branches, and its subsidiaries.

Personal data is processed as part of a wide range of
activities necessary for healthcare delivery and
organizational operations.

These activities include, but are not limited to, patient
registration, medical treatment and clinical
documentation, appointment scheduling, insurance
and billing processes, workforce management,
recruitment, vendor management, facility access
control, visitor management, and regulatory reporting.
All departments responsible for such activities must
ensure that personal data is handled in accordance
with this policy and applicable legal requirements.

2.3 Personal Data and Data Subjects

The provisions of this policy apply to personal data
relating to individuals who interact with National
Medical Care Company, its branches,
subsidiaries in different capacities. These individuals

and its

are referred to as data subjects under the KSA PDPL.

Within National Medical Care Ccompany, its branches,
and its subsidiaries , personal data may relate to
patients receiving medical services, family members or
guardians involved in patient care, employees and
staff, job
consultants, vendors and service providers, as well as

medical applicants, contractors and

visitors accessing National Medical Care Company, its
branches, and its subsidiaries facilities.
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Because National Medical Care Company, its branches,

and its subsidiaries operates as a healthcare
organization, it frequently processes sensitive personal

data, particularly health and medical information.

Such data requires enhanced safeguards and must be
handled in with  the
requirements governing sensitive personal data under
the PDPL.

strict accordance legal

2.4 Audience and Responsibility

This policy applies to all individuals who process or
have access to personal data within National Medical
Care Company, its branches, and its subsidiaries. This
includes employees, medical staff, administrative
personnel, contractors, consultants, trainees, and third-
party service providers who may process personal data
on behalf of National Medical Care Company, its

branches, and its subsidiaries.

All personnel are responsible for ensuring that personal
data is handled securely, confidentially, and only for
authorized purposes. Individuals who access personal
data must follow the procedures and controls
established
protection procedures issued by National Medical Care

in this policy and any related data

Company, its branches, and its subsidiaries.

Management within National Medical Care Company,
its branches, and its subsidiaries is responsible for
ensuring that appropriate controls, training, and
oversight mechanisms are implemented to support
compliance with this policy and applicable data
protection laws. Any suspected misuse of personal data
or potential data protection incident must be reported
immediately in accordance with the company internal
incident management procedures.
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3. Definitions

To ensure consistent understanding and application of
this policy across National Medical Care Company, its
branches, and its subsidiaries, the following key terms
are defined in accordance with the Kingdom of Saudi
Arabia Personal Data Protection Law (KSA PDPL) and it’s
Implementing Regulations.

These definitions are used throughout this policy to
clarify the roles, responsibilities, and concepts related
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to personal data protection.

Definitions

layyail

Medical and its subsidiaries

Company is the healthcare organization responsible for providing medical

National Care Company, its branches,
services and managing healthcare facilities. For the purposes of this
policy, National Medical Care Company, its branches, and its subsidiaries
National Medical Care Company, its | acts as the Data Controller for personal data processed within its

branches, and its subsidiaries. healthcare, administrative, and operational activities.
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Any information relating to an identified or identifiable individual. An
individual may be identified directly or indirectly through identifiers such
as name, identification number, location data, online identifier, or through
one or more factors related to the individual’s physical, physiological,

Personal Data genetic, mental, economic, cultural, or social identity.
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Personal data that requires enhanced protection under the KSA PDPL due

Sensitive Personal Data to its sensitive nature. This includes data relating to health status, medical

records, genetic or biometric data used for identification, racial or ethnic
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Definitions

layyeil

awluall duasidl bl

origin, religious or intellectual beliefs, criminal records, and any data
indicating that one or both of the individual’s parents are unknown. Within
National Medical Care Company, its branches, and its subsidiaries,
sensitive personal data commonly includes patient medical records,
laboratory results, diagnostic information, and other healthcare-related
information.
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Data Subject
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The natural person to whom personal data relates. Within the context of
National Medical Care Company, its branches, and its subsidiaries, data
subjects may include patients, patient family members or guardians,
employees, medical staff, job applicants, contractors, vendors, and
visitors.
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Processing
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Any operation or set of operations performed on personal data, whether
by automated means or manually. Processing may include collection,
recording, organization, storage, retrieval, use, disclosure, sharing, transfer,
restriction, deletion, or destruction of personal data.
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Definitions

layyeil

Data Controller

bl Lé olaioll

The entity that determines the purpose and means of processing personal
data. For the purposes of this policy, National Medical Care Company, its
branches, and its subsidiaries acts as the Data Controller when
determining how and why personal data is processed within its
operations.
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Data Processor
Glibll oo

Any natural or legal person or organization that processes personal data
on behalf of the Data Controller in accordance with the controller’s
instructions.
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Data Breach
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A security incident that leads to the accidental or unlawful destruction,
loss, alteration, unauthorized disclosure of, or access to personal data that
is processed by National Medical Care Company, its branches, and its
subsidiaries .
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Processing

o=

Any operation performed on personal data, whether automated or
manual, including collection, recording, organization, structuring, storage,
adaptation, retrieval, consultation, use, disclosure by transmission,
dissemination, or otherwise making available, alignment, combination,
restriction, erasure, or destruction.
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Definitions

layyeil

Record of Processing Activities
(RoPA)

aalleo)l ahuini Jaw

A documented inventory maintained by National Medical Care Company,
its branches, and its subsidiaries that records all personal data processing
activities conducted by the organization. The RoPA provides transparency
regarding the categories of personal data processed, the purposes of
processing, the systems used, and the parties with whom data may be
shared.
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Data Protection Impact Assessment
(DPIA)

il &los il oust

A structured process used to identify and assess risks to personal data
when new processing activities, technologies, or systems are introduced.
A DPIA helps ensure that privacy risks are identified and mitigated before
processing begins.

JBa| sic aparidl Ol asleiall jblholl andig Ml paiiug dolhio dylac

dnongndll hlao e copeill Goay Loy 63an dolail of wliisi of aalleo dlauil
.aalleoll eny Jus lginlleog

Anonymization
dyggll clad]

The process of modifying personal data so that the individual cannot be
identified directly or indirectly. Once data has been properly anonymized,
it can no longer be associated with a specific individual.
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Competent Authority
suaiaoll agal

The regulatory authority responsible for supervising compliance with the
Personal Data Protection Law in the Kingdom of Saudi Arabia. Currently,
this role is performed by the Saudi Data and Artificial Intelligence
Authority (SDAIA).
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4. Personal Data Collected

National Medical Care Company, its branches, and its
subsidiaries collects and processes personal data as
part of delivering healthcare services, managing
operational activities, and fulfilling regulatory
obligations. The company ensures that personal data is
collected and processed in a transparent and lawful
manner in accordance with the Kingdom of Saudi
Arabia Personal Data Protection Law (KSA PDPL) and it’s
Implementing Regulations.

Personal data is collected only when necessary to
support healthcare delivery, administrative operations,
or compliance with legal and regulatory requirements.
The company applies the principle of data
minimization, meaning that only the personal data
required for a specific purpose is collected and
processed.

4.1 List of Types of Data Collected

National Medical Care Company, its branches, and its
subsidiaries processes personal data relating to several
categories of individuals who interact with the
organization. The type of data collected depends on
the relationship between the individual and National
Medical

subsidiaries.

Care Company, its branches, and its

Patients

As part of providing medical care and healthcare
services, National Medical Care Company, its branches,
and its subsidiaries collects and processes personal
and sensitive personal data relating to patients. This
may include:

e Personal identification details such as name,
national ID or Igama number, passport number,
date of birth, gender, nationality, and contact
information.

e Contact information such as address, phone
number, and email address.

e Medical and health information including medical
history, diagnoses, treatment records, laboratory
results, radiology reports, prescriptions, and other

clinical records.
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e Appointment information, admission and
discharge records, and treatment schedules.
information

e Insurance and billing required for

claims processing and financial administration.

Because healthcare services require the processing of
medical information, patient records often contain
data, handled with
enhanced safeguards and strict access controls.

sensitive personal which is

Employees and Medical Staff

National Medical Care Company, its branches, and its
data
employees and medical professionals working within

subsidiaries processes personal relating to

the organization. This may include:

e Personal identification details such as name,
national ID or Igama, passport details, date of birth,
gender, and contact information.

e Employment information including job title,
department, employment contract details, and
employment history.

e Educational background, professional
certifications, licenses, and training records.

e Payroll and financial information necessary for
salary payments and benefits administration.

e Attendance records, access logs, and internal
system usage records.

In certain cases, limited health-related information may

be processed for occupational health, workplace

safety, or medical leave management.

Job Applicants

During recruitment activities, National Medical Care
Company, its branches, and its subsidiaries collects
personal data from job applicants to assess their
suitability for employment. This may include:

e Name and contact details.

e Curriculum vitae (CV) or resume.

e Educational qualifications and  professional
certifications.

e Previous employment history.

e References or recommendation details.
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Vendors, Contractors, and Service Providers

National Medical Care Company, its branches, and its
subsidiaries may collect personal data relating to
representatives of vendors, contractors, and service
providers engaged by the organization. This may
include:

e Name and contact information of company
representatives.

e Job titles and professional roles.

e Business contact details.

e Identification information required for compliance,

facility access, or contractual purposes.

Visitors

For facility management and security purposes, the
company may collect limited personal data from
visitors entering its premises. This may include:

e Name and identification information.

e Contact details when required
registration.

e Records of entry and exit from the company

for visitor

facilities.

e CCTV recordings captured within NME the
company premises for safety and security
purposes.

4.2 Why Data is Being Collected

National Medical Care Company, its branches, and its
subsidiaries collects and processes personal data to
support its core mission of delivering safe and effective
services  while efficient

healthcare maintaining

operational management.

Personal data is primarily used to provide medical care
and treatment to patients, maintain accurate medical
records, manage appointments, and facilitate
communication between patients and healthcare

professionals.
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In addition, personal data is processed to support

administrative functions such as insurance claims

processing, billing management, workforce

administration, recruitment processes, and vendor

management. National Medical Care Company, its

branches, and its subsidiaries may also process
personal data to meet legal and regulatory
requirements, including reporting obligations to

regulatory authorities.

Personal data may also be used to maintain the safety
and security of National Medical Care Company, its
branches, and its subsidiaries facilities and systems,
including access to and

managing premises

monitoring security systems.

4.3 How Data is Being Collected

National Medical Care Company, its branches, and its
subsidiaries collects personal data through several
lawful and transparent methods depending on the
nature of the interaction with the individual.

In many cases, personal data is collected directly from
the data subject. For example, patients provide
personal and medical information during registration,
consultation, or treatment. Employees and job
applicants provide personal data during recruitment

and employment processes.

Personal data may also be collected through internal
systems and operational platforms used within National
Medical
subsidiaries, including healthcare information systems,

Care Company, its branches, and its
appointment management systems, human resources
systems, and other administrative applications used to

support healthcare services.

In certain situations, personal data may be obtained

from authorized third parties, such as insurance
providers, recruitment agencies, regulatory bodies, or
other healthcare providers when required for lawful

purposes.
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National Medical Care Company, its branches, and its

subsidiaries may also collect limited information
through automated systems, including system access
logs and CCTV systems installed within National
Medical

subsidiaries facilities for security and operational

Care Company, its branches, and its

monitoring.

National Medical Care Company, its branches, and its

subsidiaries ensures that individuals are informed
about how their personal data will be collected and
used notices and

through appropriate privacy

communication channels.
5. Legal Basis for Data Processing

National Medical Care Company, its branches, and its
subsidiaries processes personal data only when there is
a lawful basis for doing so under the Kingdom of Saudi
Arabia Personal Data Protection Law (KSA PDPL) and it’s
Implementing Regulations.

All processing activities carried out by National Medical
Care Company, its branches, and its subsidiaries must
be justified by one or more lawful grounds, ensuring
that personal data is handled transparently, fairly, and
in accordance with applicable legal requirements.

Given the nature of healthcare services, National
Medical

subsidiaries frequently processes sensitive personal

Care Company, its branches, and its
data, particularly medical and health information. Such
processing is carried out only when it is necessary for
providing  healthcare

services, fulfilling legal

obligations, or protecting the interests of individual.

5.1 Consent

In certain situations, National Medical Care Company,
its branches, and its subsidiaries processes personal
data based on the consent of the data subject. Consent
must be freely given, clear, and informed. Individuals
must understand the purpose for which their data is
being collected and how it will be used.
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Where consent is used as the legal basis for processing,
individuals must be able to withdraw their consent at
any time. National Medical Care Company, its branches,
and its subsidiaries ensures that withdrawing consent is
as easy as providing it. Once consent is withdrawn, the
company will stop processing the personal data unless
another lawful basis applies.

Consent may be used in situations such as for providing
medical services to Patients, voluntary participation in
surveys, marketing and advertisement
communications, or other activities where consent is

required by law.

5.2 Contractual Necessity

Personal data may be processed when it is necessary
for the performance of a contract or for taking steps
prior to entering a contract with the data subject.

Within National Medical Care Company, its branches,

and its subsidiaries, this may include processing
personal data to manage employment relationships,
process payroll and employee benefits, or manage

contracts with vendors and service providers.

Processing may also be required to facilitate certain
healthcare services where administrative arrangements
are necessary to deliver care.

5.3 Legal Obligation

National Medical Care Company, its branches, and its
subsidiaries processes personal data when required to
comply with legal or regulatory obligations under
applicable laws and regulations within the Kingdom of
Saudi Arabia.

This includes obligations related to ministry of health
and other healthcare regulations, financial reporting,
insurance  processing, employment laws, and
regulatory reporting to relevant authorities. In such
cases, National Medical Care Company, its branches,
and its subsidiaries processes personal data only to the

extent necessary to meet these legal requirements.
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5.4 Protection of Vital Interest

In certain circumstances, personal data may be
processed to protect the vital interests of the data
subject or another individual. This typically applies in
situations where processing is necessary to protect a
person's life, health, or physical safety.

In a healthcare environment such as National Medical
Care Company, its branches, and its subsidiaries , this
may where

arise during medical emergencies

healthcare professionals must access or process

patient data to provide urgent medical treatment.

5.5 Public Interest

Personal data may be processed where it is necessary
for tasks carried out in the public interest or where
National Medical Care Company, its branches, and its
subsidiaries is required to fulfil responsibilities that
support public health and safety.

This may include processing personal data for
health

compliance with healthcare standards, or cooperation

regulatory reporting, public monitoring,

with regulatory authorities where required by law.

5.6 Pursue legitimate operational interests

In certain situations, National Medical Care Company,
its branches, and its subsidiaries may process personal
data to pursue legitimate operational interests,
provided that such interests do not override the rights

and freedoms of the data subject.

Examples may include maintaining the security of
National Medical Care Company, its branches, and its
subsidiaries facilities and systems, preventing fraud,
ensuring operational efficiency, and improving service
quality. When relying on legitimate interests, National
Medical
subsidiaries ensures that appropriate safeguards are

Care Company, its branches, and its
implemented to protect personal data and the rights of

individuals.
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6. Record of Processing Activities (RoPA) & Data
Protection Impact Assessment

National Medical Care Company, its branches, and its
subsidiaries maintains structured documentation of its
personal data processing activities in order to ensure
transparency, accountability, and compliance with the
Kingdom of Saudi Arabia Personal Data Protection Law
(KSA PDPL) and its Implementing Regulations. Proper
documentation and risk assessment enable National
Medical Care Company, its branches, and its
subsidiaries to understand how personal data flows
through the organization and to identify potential risks
to individuals’ privacy.

6.1 Record of Processing Activities (RoPA)

National Medical Care Company, its branches, and its
subsidiaries maintains a Record of Processing Activities
(RoPA) that documents all personal data processing
activities carried out within the organization. The RoPA
serves as an internal register that provides visibility over
how personal data is collected, used, stored, shared,
retained across and

and different departments

systems.
The RoPA typically includes information such as:

e The purpose of the processing activity

e Categories of personal data processed

e Categories of data subjects involved

e Systems or applications used to process personal
data

e Data retention periods

e Third parties with whom personal data may be
shared

e Security measures applied to protect personal data

Medical
its subsidiaries that

Each department within National Care

Company, its branches, and
processes personal data is responsible for providing
accurate and up-to-date information regarding its
processing activities. These details are recorded and
maintained within the RoPA to ensure that National
Medical and its

Care Company, its branches,

bl dlos gl ousig <lbyl dalleo dhdul Jaw .1

aslil 8y o lgeoss o aulall auleyl vilagll a8yl aaias
daylon plail JUiodlg dclurallg danolasdl glaa) ellag (lgia)
anilglg aageudl awpell déllaoll o auaridl il

ayle ) aulngll @i olaoll ousig eidudl gl oy los
Sbll o5 apars 0go asylill gillpivg lgegrag dulnll
dungnd e dlainol Jhlholl yanig sdolhioll Jals duandll
Al dl

dalleoll il Jaw 1,1

asoyl ol pidlg lgegpsg audall ayleyl) auibogll a8 il bagiag
2103 @ silg + duardll lill aalleo dhuiid Jauw g
Josyg .sliniall Jals i il duaiill ol aalleo abal

202 @ais Joo aol &gy 1og) Sl Jaws Jawll o
g Khlaindlg lgis)Linog lgiujrig l.goba.uu' wlg dwarsdl bl
.aalnilllg Q|)|_\._!J| calino jc

Jio iloglao 8sle (ROPA) dallsall dluul Jaw saiaisg

aJleoll blin go yapell e

ginlleo ol LUl dwarill ol wlie e

izl SULl Olusl Glis e

apaiid Sl dalled) dorviwoll laphil of ackhill e
by blaisyl wlgs e

lgeo dunridl wlll a)live o5 26 Sl dWI oDl
awaidl Gl alon) asinoll adodl wlaill e

lgegrag aulnll dylepll auilngll @S padl Jals é)la] JS Jonilg
agguo auarnill wllwl dalleas 087 SUl asylill lgils g
g aolall aalleoll dlauiil Joo @ianog d@aiss ilogleo juags

dbnuiil Jaw gous lgy blaisulg clogleoll odm Jiaus aiyg
lgcarog aulnll alepl) auingl as pid! GJiliol gloxal aalleoll
il dalleo alauiul gron) dlolég alolis dd) aeylill Lgilspig

Data Protection and Privacy Policy

18



subsidiaries has a complete overview of all personal
data processing activities.

The RoPA must be reviewed and updated whenever
there are significant changes to processing activities,
including the introduction of new systems, services, or
data processing purposes.

6.2 Data Protection Impact Assessment

National Medical Care Company, its branches, and its
Data
Assessments (DPIAs) when a new project, system, or

subsidiaries  conducts Protection Impact
process involving personal data may present a higher

risk to the privacy or rights of individuals.

A DPIA helps identify and evaluate potential privacy
risks before the processing begins and ensures that
appropriate safeguards are implemented to mitigate
those risks.

A DPIA may be required in situations such as:

e Processing of sensitive personal data, including
health and medical information

e Implementation of new technologies or digital
health systems

e Large-scale processing of patient data

e Continuous monitoring of individuals through
surveillance systems

e Integration of multiple data sources that may

increase privacy risks

Medical
Company, its branches, and its subsidiaries to assess

The DPIA process allows National Care
whether the intended processing complies with data

protection requirements and whether additional

technical or organizational safeguards are necessary

By maintaining an up-to-date RoPA and conducting
Medical
Company, its branches, and its subsidiaries ensures that

DPIAs where appropriate, National Care

personal data processing activities are properly
documented, monitored, and managed in accordance

with PDPL requirements.
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7. Data Storage and Retention

National Medical Care Company, its branches, and its
subsidiaries ensures that personal data is stored
securely and retained only for as long as necessary to
fulfil the purposes for which it was collected.

All storage and retention practices are aligned with the
requirements of the Kingdom of Saudi Arabia Personal
Data Protection Law (KSA PDPL), its Implementing
Regulations, and other applicable healthcare and
regulatory requirements.

National Medical Care Company, its branches, and its
subsidiaries maintains a Data
Retention and Policy that defines detailed retention
different
processed by the

separate Personal

periods and disposal for

categories of personal

procedures
data
organization. This policy provides specific guidance on
how long personal data must be retained based on
legal, regulatory, and operational requirements.

Medical
Company, its branches, and its subsidiaries must follow

All  departments within  National Care
the requirements of the Personal Data Retention and
Disposal Policy when determining how long personal
data should be stored and when it should be securely

deleted or anonymized.

7.1 Policy Highlights

National Medical Care Company, its branches, and its

subsidiaries applies clear principles to ensure
responsible storage and retention of personal data.
Personal data is retained only for the period necessary
to achieve the purpose for which it was collected or to
comply with applicable and

legal regulatory

obligations.

Retention periods are determined based on the nature
of the data, the purpose of processing, and relevant
legal requirements. Once the purpose for processing
has been fulfilled and the applicable retention period
has expired, personal data must be securely deleted or
anonymized in accordance with approved procedures.
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Access to stored personal data is restricted to
authorized personnel who require access for legitimate

operational, clinical, or administrative purposes.

7.2 Data Storage

Personal data within National Medical Care Company,
its branches, and its subsidiaries may be stored in
different

operational

formats
This
systems such as healthcare

systems and depending on

requirements. includes electronic
information systems,
administrative applications, and secure databases, as
well as physical records maintained within controlled

environments.

National Medical Care Company, its branches, and its
subsidiaries ensures that appropriate technical and
organizational safeguards are implemented to protect
stored personal data. These safeguards include access
controls, secure system configurations, encryption
where appropriate, and physical security measures for

facilities where records are stored.

Where personal data is stored or processed by third-
party Medical
Company, its branches, and its subsidiaries ensures that

service providers, National Care

such providers implement appropriate security
measures and comply with the data protection
Medical

Company, its branches, and its subsidiaries.

obligations established by National Care

7.3 Data Deletion and Anonymization

When personal data is no longer required for the
purpose for which it was collected and the applicable
retention period has expired, National Medical Care
Company, its branches, and its subsidiaries ensures that
the data is securely removed from its systems.

Personal data may be securely deleted or anonymized
so that individuals can no longer be identified directly
or indirectly. These processes are conducted in

accordance with the procedures defined in the
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Data Retention and

guidelines given by SDAIA

Company Personal Policy

By following these procedures, National Medical Care
Company, its branches, and its subsidiaries ensures that
personal data is not retained longer than necessary
and that it is disposed of in a secure and controlled
manner.

8. Data Storage and Retention

National Medical Care Company, its branches, and its
subsidiaries may use cookies and similar technologies
digital platforms to support
functionality, improve user experience, and ensure the

on its websites or

secure operation of online services. Cookies are small
text files that are stored on a user’s device when visiting
a website. These technologies help the Company
understand how users interact with its online services
and allow certain features to operate effectively.

Medical
Company, its branches, and its subsidiaries ensures that

Where cookies are used, National Care
their use is consistent with applicable privacy and data
protection requirements under the Kingdom of Saudi
Arabia Personal Data Protection Law (KSA PDPL).

8.1 Types of Cookies

Cookies used on National Medical Care Company, its
branches, and its subsidiaries digital platforms may
include the following categories:

e Essential Cookies
These cookies are necessary for the operation of
the website or digital platform. They enable basic
features such as page navigation, secure access to
certain areas and

of the platform, system

functionality.

e Performance Cookies
These cookies help National Medical Care the

Company, its branches, and its subsidiaries

understand how users interact with its website by
information such as

collecting page visits,

navigation patterns, and system performance. The
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information collected is typically aggregated and
used to improve the functionality of digital services.

e Functional Cookies
Functional cookies allow websites to remember
certain preferences or settings chosen by the user,
such as language preferences or system
configuration options, which improves the overall

user expe rience.

8.2 Consent and Control

Where required, users will be informed about the use of
cookies when accessing the Company website or
digital platforms. Individuals may have the option to
accept or manage cookie preferences through website
settings or browser controls.

Users can also modify their browser settings to block or
delete cookies. However, disabling certain cookies may
affect the functionality or performance of some online
services.

8.3 Data Collected Through Cookies

Information collected through cookies may include
technical data related to website usage, such as IP
address, browser type, device information, and pages
visited. This information is used primarily to maintain
the security and functionality of National Medical Care
Company, its branches, and its subsidiaries digital
platforms and to improve the overall user experience.

Any personal data collected through cookies is
handled in accordance with this policy and applicable

data protection requirements.

9. Data Subject Rights

National Medical Care Company, its branches, and its
subsidiaries recognizes and respects the rights of
individuals regarding the processing of their personal
data in accordance with the Kingdom of Saudi Arabia
Personal Data Protection Law (KSA PDPL) and its
Implementing Regulations. The Company is committed
to ensuring transparency in how personal data is
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processed and providing individuals with mechanisms
to exercise their rights where applicable.

National Medical Care Company, its branches, and its
subsidiaries has established Data Subject Request
procedure to ensure that requests related to personal
data are handled in a timely and transparent manner
while maintaining appropriate safeguards to protect
the confidentiality and security of personal information.

9.1 Right to be informed

Individuals have the right to be informed about the
purpose for collecting their personal data, the legal
basis for processing, and how their personal data will
be used. National Medical Care Company, its branches,

and its subsidiaries ensures that individuals are
provided with clear and transparent information
through  privacy notices and other relevant

communications at the time their personal data is
collected.

9.2 Right to Access to Your Personal Data

Individuals have the right to access their personal data
that is processed by National Medical Care Company,
its branches, and its subsidiaries. Upon receiving a valid
request, the company will provide confirmation of
whether personal data relating to the individual is
being processed and may provide access to that
information

in accordance with applicable legal

requirements.

9.3 Right to Request Access to Obtain Personal Data

Individuals may request a copy of their personal data
held by National Medical Care Company, its branches,
and its subsidiaries in a readable and clear format.
Where applicable, National Medical Care Company, its
branches, and its subsidiaries may provide the
requested information in a structured and commonly
used format, subject to any

legal or regulatory

limitations.
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9.4 Right to Correct Personal Data

Individuals have the right to request the correction,
completion, or updating of their personal data if it is
inaccurate, incomplete, or outdated. National Medical
Care Company, its branches, and its subsidiaries will
review such requests and take appropriate steps to
ensure that personal data remains accurate and up to
date.

9.5 Right to Request Destruction of Personal Data

Individuals may request the destruction of their
personal data if the data is no longer necessary for the
purpose for which it was collected or processed,
provided that National Medical Care Company, its
branches, and its subsidiaries is not required to retain
the data

obligations.

under applicable legal or regulatory

9.6 Right to Withdraw Consent

Where personal data processing is based on consent,
individuals have the right to withdraw their consent at
any time. Upon withdrawal of consent, National Medical
Care Company, its branches, and its subsidiaries will
stop processing the personal data for the relevant
purpose unless another lawful basis for processing
exists.

9.7 Right to File a Complaint

Individuals who believe that their personal data has
been processed in violation of applicable data
protection requirements may submit a complaint to
National Medical Care Company, its branches, and its

subsidiaries.

National Medical Care Company, its branches, and its
subsidiaries will review and address such complaints in
accordance with its internal procedures.
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If the individual is not satisfied with the outcome, they
may escalate the matter to the competent supervisory
authority, which is currently the Saudi Data and

Artificial Intelligence Authority (SDAIA).

9.8 Right to Claim Compensation

Individuals may have the right to claim compensation
for any material or moral damage resulting from a
violation of the Personal Data Protection Law and its
accordance with

Implementing Regulations, in

applicable legal provisions.
Exercising Rights

National Medical Care Company, its branches, and its
subsidiaries has established Data Subject Request
individuals
rights.

procedure to manage requests from

seeking to exercise their data protection
Requests will be reviewed and responded to within the
timeframes required by applicable regulations.

Individuals may submit requests through the official
communication channels designated by National
Medical Care Company, its branches, and its
subsidiaries for privacy and data protection matters. All
requests will be handled in a secure and confidential
manner to protect the identity and personal data of the
requesting individual.

10. Security Measures to Protect Data

National Medical Care Company, its branches, and its
subsidiaries is committed to protecting the
confidentiality, integrity, and availability of personal
data processed within its operations. The company
implements appropriate technical and organizational
security measures to safeguard personal data against
unauthorized access, disclosure, alteration, loss, or
destruction.

These measures are designed to ensure that personal
data is protected throughout its lifecycle and that
access to personal data is limited to authorized
personnel who require such access to perform their
duties. Security controls are regularly reviewed and
updated to address emerging risks and evolving
security threats.
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10.1 Commitment to Data Protection

National Medical Care Company, its branches, and its
subsidiaries recognizes that protecting personal data is
a critical responsibility, particularly in a healthcare
environment where sensitive personal data such as
medical and health information is processed.

National Medical Care Company, its branches, and its
subsidiaries is committed to implementing effective
security controls and maintaining strong governance
practices to ensure that personal data is handled
responsibly and in accordance with the requirements
of the Kingdom of Saudi Arabia Personal Data
Protection Law (KSA PDPL) and other applicable
regulatory obligations.

All employees and authorized personnel are required
to comply with National Medical Care Company, its
branches, and its subsidiaries security policies and
procedures when accessing or processing personal
data.

10.2 Technical Security Measures

National Medical Care Company, its branches, and its

subsidiaries implements a range of technical
safeguards to protect personal data processed within
its systems and digital platforms. These measures
include secure system configurations, encryption
where appropriate, and monitoring mechanisms

designed to detect and prevent unauthorized access.
Technical controls may include:

e Encryption of personal data during storage and
transmission where required.

e Access control mechanisms to ensure that only
authorized personnel can access personal data.

e Secure authentication procedures for system
access.

e Monitoring of system activity and access logs to
detect potential security incidents.

e Network security controls such as firewalls and
intrusion detection mechanisms.

e Data Loss Prevention (DLP) policies and tools.
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These measures help ensure that National Medical Care
Company, its branches, and its subsidiaries systems
remain secure and that personal data is protected
against unauthorized access or misuse.

10.3 Organizational Security Measures

In addition to technical controls, National Medical Care
Company, its branches, and its subsidiaries implements
organizational measures to ensure that personal data is
handled responsibly by employees and authorized
personnel.

Organizational safeguards include clearly defined roles
and responsibilities for data protection, confidentiality
obligations for employees, and procedures governing
access to personal data.

National Medical Care Company, its branches, and its
subsidiaries also ensures that third parties processing
personal data on its behalf are subject to appropriate
contractual obligations requiring them to implement
security measures and

adequate comply with

applicable data protection requirements.

Through these combined technical and organizational
controls, National Medical Care Company, its branches,
and its subsidiaries aims to maintain a secure
environment that protects personal data and supports

compliance with relevant data protection laws.

11. Data Sharing with Third Parties

National Medical Care Company, its branches, and its
subsidiaries may share personal data with third parties
when necessary to support healthcare services,
operational activities, or to comply with legal and
regulatory obligations. When sharing personal data, the
Company ensures that appropriate safeguards are
implemented to protect the confidentiality and

security of the data.

agibogll @Sl acil gol olawd Lo sl oin emlusg
apasill Ol alosg aslll lgilspbg lgegrag aulall aleyl)
olaaiwdl sclwl of @ apadl e Jaogll o

axoubaidll diodl pulaill 1+

aled) auilog)l alpidl @uai ausil llgall JI asladl
Jolej plosa) aroulais iy aoilil gisyds o lgcosa o aplal
.adgquuas dunidi |ulJLU.J|8_OU.LJg;‘LO.J | olbuiullg gualhgall

945')|g J4in aloduollg jloadll aand hulgAall oda Jodinig
oo apudl wlolidl uspeg ol @lens @Glei loso
S Joogll o ofaill dahio Wleln| giagg wosalhgoll

apasdd] ULl

il 9 lgegrs g aulall aled) auibngll aSpidl Gouai s
lgic aly auaridl Sl allei Sl &l libsdl ol eyl
arol8 adol yulai @udaiy lgoili daulio daéles cloljill giadi

gy Jaosa)l Ul ales cldlaia) JUiolg

aSpall Cogi sdonoll draraitlle auiaill bulgall odm dlawlg,
ohe Bblaall | asylil gilsd g lgeaps g anball dlel) ayibagll
alon aalhill JUioll acaig auasidl bl LY, aiol i
alall oly byl

ailli bl go wlilwl &8)bio .11

a)il gilsb o lgegro o aubhll alel) auilngll alpill jooy
oca) sjgpall aic alll alol g0 dundddl bl as)lio
Juiol ol aleail anisdl o Lamall aledl loas
anohiily awollail eslolji

hilgAall éubni a$pidl o duarddl bl alio aicg
Agiolg Ul dpw dlon) duwlioll

Data Protection and Privacy Policy

28



All data sharing activities must comply with the
Kingdom of Saudi Arabia Personal Data Protection Law
(KSA PDPL) and it’s Implementing Regulations.

The company ensures that personal data is shared only
for legitimate purposes and only to the extent

necessary to fulfil the intended purpose.

11.1 Types of Third Parties

National Medical Care Company, its branches, and its
subsidiaries may share personal data with carefully
selected third parties that support its operations and
service delivery. These third parties may include:

e Healthcare service providers and laboratories
involved in patient care.

e Insurance providers and claims administrators
responsible for processing insurance claims.

e IT service providers responsible for maintaining
healthcare information systems and digital
infrastructure.

e Professional advisors such as legal consultants,
auditors, and compliance advisors.

e Government and regulatory authorities where
disclosure is required by law.

e Vendors and contractors providing operational
services to National Medical Care Company, its
branches, and its subsidiaries.

11.2 Types of Data Shared

The type of personal data shared with third parties
depends on the purpose of the data sharing and the
services being provided. This may include personal
contact

identification details, information, medical

information required for treatment or insurance
processing, employment information related to
workforce management, and operational data

necessary for service delivery.

National Medical Care Company, its branches, and its
subsidiaries ensures that only the minimum amount of
personal data necessary to fulfil the intended purpose
is shared with third parties.
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11.3 Purpose of Data Sharing

Personal data may be shared with third parties for
purposes including supporting medical treatment and
healthcare services, processing insurance claims and
billing activities, maintaining information systems and
operational  infrastructure,  fulfiling  contractual
obligations, and complying with legal or regulatory

reporting requirements.

Data sharing may also occur to support operational

activities such as vendor management, facility

maintenance, and professional advisory services.

11.4 Contractual Safeguards

Where third parties process personal data on behalf of
National Medical Care Company, its branches, and its
subsidiaries, appropriate contractual safeguards are
established to ensure that personal data is handled
securely and in compliance with applicable data

protection laws.
These safeguards may include:

e Data Processing Agreements (DPAs) that clearly
define the responsibilities of the third party when
processing personal data on behalf of National
Medical Care Company,
subsidiaries. These agreements ensure that the

personal data only in

its branches, and its
third party processes
accordance with the Company instructions and
implements appropriate security measures.

e Non-Disclosure Agreements (NDAs) that require
third parties to maintain the confidentiality of
personal data and prevent unauthorized disclosure
or misuse of the information.

e Contractual provisions that require third parties to
implement appropriate technical and

organizational security controls to protect personal

data.

Through these contractual mechanisms, National
Medical Care Company, its branches, and its
subsidiaries ensures that third parties maintain
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adequate data protection standards when handling
personal data.

11.5 Cross-border Data Transfer

In certain situations, personal data may be transferred
outside the Kingdom of Saudi Arabia when necessary
to  support healthcare services, operational
requirements, or collaboration with external service

providers.

Where cross-border transfers occur, National Medical

Care Company, its branches, and its subsidiaries
that the

requirements of the KSA PDPL and that appropriate

ensures such transfers comply with
safeguards are implemented to protect personal data.

These safeguards may include:

e Conducting assessments to ensure that the
destination country provides an adequate level of
data protection.

e Implementing Standard Contractual Clauses (SCCs)
or equivalent contractual mechanisms to ensure

data

transferred to another jurisdiction.

that personal remains protected when
e Ensuring that third parties receiving personal data

outside the Kingdom implement appropriate
security measures and comply with National
Medical

subsidiaries data protection requirements.

Care Company, its branches, and its

National Medical Care Company, its branches, and its
subsidiaries ensures that any cross-border transfer of
personal data is conducted in a controlled and lawful
manner while maintaining the privacy and security of
individuals' personal data.

12. Data Breach Response

National Medical Care Company, its branches, and its
subsidiaries is committed to responding promptly and
effectively to any incident that may compromise the
security of personal data.

The Company has established procedures to detect,
assess, manage, and report personal data breaches in

accordance with the Kingdom of Saudi Arabia Personal
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Data Protection Law (KSA PDPL) and its Implementing
Regulations.

These procedures are designed to minimize potential
harm to individuals, ensure regulatory compliance, and
strengthen

security controls to prevent future

incidents.

12.1 Personal Data Breach

A Personal Data Breach, as defined in Chapter 3 of this
policy, refers to any security incident that results in the
accidental or unlawful destruction, loss, alteration,
unauthorized disclosure of, or access to personal data
processed by National Medical Care Company, its

branches, and its subsidiaries.

Such incidents may arise from system vulnerabilities,
human error, malicious activities, or technical failures.
Any event that compromises the confidentiality,
integrity, or availability of personal data must be
treated as a potential data breach and handled in
accordance with National Medical Care Company, its
and its subsidiaries incident

branches, response

procedures.

12.2 Response Procedures

When a potential personal data breach is identified,
National Medical Care Company, its branches, and its
subsidiaries will take immediate steps to assess and
contain the incident. The objective of the response
process is to prevent further unauthorized access,
minimize potential damage, and protect affected

personal data.
Initial response actions may include:

e Securing or isolating affected systems.

e Preventing further unauthorized access to
personal data.

e Assessing the nature and scope of the breach.

e Identifying the categories of personal data
affected.

e Determining the

potential impact on
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individuals.
National Medical Care Company, its branches, and its
subsidiaries  will activate its internal incident
management procedures to ensure that the breach is
investigated and managed by the appropriate

personnel.

12.3 Investigation and Remediation

Following identification of a personal data breach, the
Company will conduct a thorough investigation to
determine the root cause of the incident and evaluate
its impact.

The Data Protection Officer (DPO) will coordinate with
relevant departments such as IT, Information Security,
Legal, and Compliance to assess the incident and
determine the appropriate response measures.

The investigation will evaluate:

e The cause and circumstances of the breach.
e The categories and volume of personal data
involved.

e The potential risks to affected individuals.

Based on the findings, National Medical Care Company,

its branches, and its subsidiaries will implement

corrective measures to address the issue and

strengthen existing security controls.

These actions may include improving system security,
updating procedures, or providing additional training
to employees.

12.4 Notification to Affected Individuals

If a personal data breach is likely to result in harm or
significant risk to the rights or interests of individuals,
the company will notify the affected individuals without
undue delay.

The notification will provide clear and transparent
information regarding:

e The nature of the personal data breach.
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e The potential consequences of the breach.

e The measures taken or proposed by the Company
to address the breach.

e Guidance on any actions individuals may take to
mitigate potential risks.

Notifications will be communicated in a clear and

understandable manner.

12.5 Reporting a Breach

All employees, contractors, and authorized personnel
must immediately report any suspected or confirmed
personal data breach through National Medical Care
Company, its branches, and its subsidiaries designated
internal reporting channels.

Where required under applicable
company will report personal data breaches to the

regulations, the

competent regulatory authority, currently the Saudi
Data and Artificial Intelligence Authority (SDAIA), in
accordance with the requirements of the KSA PDPL.

Timely reporting and coordinated response are
data

protected and that appropriate actions are taken to

essential to ensure that personal remains

address any security incidents.
13. Employee Training

National Medical Care Company, its branches, and its
subsidiaries recognizes that employee awareness and
responsibility are essential to protecting personal data.
As part of its commitment to compliance with the
Kingdom of Saudi Arabia Personal Data Protection Law
(KSA PDPL), the company ensures that employees
understand their responsibilities when handling
personal data and are aware of the importance of
maintaining confidentiality and security.

The company provides data protection and privacy
training to employees who process or have access to
personal data as part of their roles. These training
programs aim to ensure that employees understand
internal

applicable data protection requirements,

policies, and the procedures they must follow when
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collecting, using, storing, or sharing personal data.
Training may cover topics such as:

e Basic principles of personal data protection.

e Responsibilities of employees when handling
personal data.

e Proper use of the company information systems
and data access controls.

e Identification and reporting of personal data
breaches or security incidents.

e Protection of sensitive personal data, including

patient health information.

National Medical Care Company, its branches, and its
subsidiaries may provide general data protection
awareness training to all employees and additional
role-specific training to personnel who regularly handle
sensitive personal data or are responsible for managing

data protection processes.

The Data Protection Officer (DPO) or the designated
data protection function within the company may
support the development and delivery of training
programs to ensure that employees remain informed
about data protection requirements and best practices.

14. Changes to Policy

National Medical Care Company, its branches, and its
subsidiaries reserves the right to update or amend this
Internal Data Protection and Privacy Policy when
necessary to reflect changes in legal requirements,
regulatory guidance, operational practices, or
technological developments.

Updates to this policy may occur in response to
changes in the Kingdom of Saudi Arabia Personal Data
(KSA PDPL), it's
Regulations, guidance issued by the Saudi Data and
Artificial (SDAIA), or
applicable healthcare and regulatory requirements.

Protection Law Implementing

Intelligence Authority other

The company will review this policy periodically to
ensure that it remains accurate, effective, and aligned
in data

with applicable laws and best practices

protection and privacy management.
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Where significant changes are made to the policy, the
company will communicate the updates to relevant
employees and stakeholders through appropriate
internal communication channels. Employees are
expected to familiarize themselves with the updated
policy and comply with its requirements when handling
personal data.

The Data Protection Officer (DPO) or the designated
data protection function within the company may
oversee the review and update process to ensure that
the policy continues to support the company data
protection framework and regulatory compliance

obligations.
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