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1.Introduction to Data Privacy Policy      

National Medical Care Company, its branches, and its 
subsidiaries is committed to protecting the privacy and 
confidentiality of personal data processed during the 
delivery of healthcare services and the operation of 
hospital functions. As a healthcare organization, the 
processes a significant volume of personal data, 
including sensitive personal data such as medical and 
health information, employee records, and operational 
data related to patients, visitors, and service providers. 

This Internal Data Protection and Privacy Policy 
establishes the principles, rules, and responsibilities 
governing how personal data must be handled within 
the Hospital. The policy ensures that all personal data is 
processed in a lawful, fair, transparent, and secure 
manner in accordance with the Kingdom of Saudi 
Arabia Personal Data Protection Law (KSA PDPL), its 
Implementing Regulations, and other applicable 
regulatory requirements. 

The purpose of this policy is to: 

 Ensure that personal data is processed lawfully 
and responsibly across all hospital 
departments. 

 Protect the rights and privacy of individuals 
whose data is processed by the Hospital. 

 Establish clear roles, responsibilities, and 
procedures for handling personal data. 

 Ensure the secure collection, storage, use, 
sharing, and disposal of personal data. 

 Promote a culture of data protection 
awareness and accountability among all 
hospital employees and authorized personnel. 
 

All employees, contractors, medical staff, and third 
parties working with the Hospital must adhere to the 
requirements outlined in this policy when handling 
personal data. 

1.2 What is Personal Data and Sensitive Data 

Under the KSA Personal Data Protection Law (PDPL), 
personal data refers to any information relating to an 
identified or identifiable individual. An individual may 
be identified directly or indirectly through identifiers 
such as a name, identification number, location data, or 
other factors related to the individual’s identity. 
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Examples of personal data processed within the 
Hospital may include: 

 Patient name, contact details, and 
identification numbers . 

 National ID or Iqama number . 
 Date of birth, gender, and nationality . 
 Contact information such as phone number 

and address . 
 Employee personnel records . 
 Visitor registration details . 
 System access logs and CCTV recordings . 

 
In addition to personal data, the National Medical Care 
Company and its business units also processes 
Sensitive Personal Data, which requires a higher level of 
protection under PDPL. 

Sensitive personal data includes, but is not limited to: 

 Health and medical information (diagnoses, 
treatment records, and all kinds of tests results) . 

 Biometric data used for identification . 
 Genetic information . 
 Religious or intellectual beliefs . 
 Criminal records . 
 Racial or ethnic origin . 
 Any data indicating parental status or family 

relationships . 
Because healthcare operations require the processing 
of sensitive health information, the Care Hospitals 
applies enhanced safeguards and strict access controls 
to ensure such data is processed only when necessary 
and in compliance with applicable laws. 

1.3 Collecting and Processing Personal Data 

The Care Hospitals collects and processes personal 
data to support its core mission of delivering safe and 
effective healthcare services, managing hospital 
operations, and complying with regulatory obligations. 

Personal data may be collected from various sources, 
including: 
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 Patients and their families during registration, 
diagnosis, treatment, and billing . 

 Employees and medical staff during 
recruitment and employment management . 

 Visitors entering hospital facilities . 
 Service providers and contractors supporting 

hospital operations . 
 Digital systems and medical devices used in 

healthcare delivery . 
Personal data may be processed for purposes such as: 

 Providing medical care and treatment . 
 Maintaining patient medical records . 
 Managing appointments and hospital 

admissions . 
 Processing insurance and billing transactions . 
 Managing employment and workforce 

administration . 
 Ensuring hospital safety and security . 
 Complying with legal, regulatory, and reporting 

requirements 
 
The Hospital ensures that personal data is processed 
only when a lawful basis exists under PDPL, such as 
consent, contractual necessity, legal obligation, 
protection of vital interests, or other lawful grounds 
permitted by the law. 

The Care Hospitals also ensures that individuals are 
provided with clear privacy notices explaining how 
their personal data is collected, used, and protected. 

1.4 Collecting and Processing Personal Data 

National Medical Care Company, its branches, and its 
subsidiaries integrates privacy and data protection 
considerations into all systems, processes, and services 
that involve the processing of personal data. 

The principle of Privacy by Design and by Default 
requires that data protection measures be 
incorporated into the development and operation of 
systems and processes from the earliest stages. 
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This includes: 

 Limiting the collection of personal data to what 
is necessary . 

 Implementing technical and organizational 
safeguards to protect personal data . 

 Restricting access to personal data to 
authorized personnel only . 

 Ensuring systems are configured to protect 
privacy by default . 

 Conducting Data Protection Impact 
Assessments (DPIAs) when new systems or 
high-risk processing activities are introduced 

              When new technologies, systems, or healthcare 
              services are implemented, the Care Hospitals 
ensures that privacy risks are assessed and mitigated 
before the processing begins.        

 

2.Scope and Applicability

This chapter defines the scope of the Internal Data 
Protection and Privacy Policy and clarifies how the 
policy applies within National Medical Care Company, 
its branches, and its subsidiaries.  

The policy establishes the framework through which 
the company ensures that personal data is processed 
in accordance with the Kingdom of Saudi Arabia 
Personal Data Protection Law (KSA PDPL) and it’s 
Implementing Regulations. 

The policy applies to all personal data processed by 
National Medical Care the company, its branches, and 
its subsidiaries as part of its healthcare operations and 
administrative activities. It provides guidance to 
employees and authorized personnel on the 
appropriate handling, protection, and management of 
personal data throughout its lifecycle. 

2.1 Policy Coverage 

This policy applies to all personal data processed by 
National Medical Care Company, its branches, and its 
subsidiaries regardless of the form in which the data 
exists. Personal data may be processed through 
electronic systems, clinical applications, physical 
records, communication platforms, or surveillance 
systems. 
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The policy governs the entire lifecycle of personal data 
processing within National Medical Care the company, 
its branches, and its subsidiaries, including its 
collection, recording, storage, use, sharing, retention, 
and destruction or anonymization.  
All departments and operational units within the 
company, its branches, and its subsidiaries must ensure 
that personal data handled within their activities 
complies with the principles and requirements outlined 
in this policy. 

2.2 Applicable Entities and Activities 

This policy applies across all operational and 
administrative functions of National Medical Care 
Company, its branches, and its subsidiaries.  
Personal data is processed as part of a wide range of 
activities necessary for healthcare delivery and 
organizational operations. 
These activities include, but are not limited to, patient 
registration, medical treatment and clinical 
documentation, appointment scheduling, insurance 
and billing processes, workforce management, 
recruitment, vendor management, facility access 
control, visitor management, and regulatory reporting. 
All departments responsible for such activities must 
ensure that personal data is handled in accordance 
with this policy and applicable legal requirements. 
 

2.3 Personal Data and Data Subjects 

The provisions of this policy apply to personal data 
relating to individuals who interact with National 
Medical Care Company, its branches, and its 
subsidiaries in different capacities. These individuals 
are referred to as data subjects under the KSA PDPL. 

Within National Medical Care Ccompany, its branches, 
and its subsidiaries , personal data may relate to 
patients receiving medical services, family members or 
guardians involved in patient care, employees and 
medical staff, job applicants, contractors and 
consultants, vendors and service providers, as well as 
visitors accessing National Medical Care Company, its 
branches, and its subsidiaries facilities. 
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Because National Medical Care Company, its branches, 
and its subsidiaries operates as a healthcare 
organization, it frequently processes sensitive personal 
data, particularly health and medical information.  

Such data requires enhanced safeguards and must be 
handled in strict accordance with the legal 
requirements governing sensitive personal data under 
the PDPL. 

2.4 Audience and Responsibility  

This policy applies to all individuals who process or 
have access to personal data within National Medical 
Care Company, its branches, and its subsidiaries. This 
includes employees, medical staff, administrative 
personnel, contractors, consultants, trainees, and third-
party service providers who may process personal data 
on behalf of National Medical Care Company, its 
branches, and its subsidiaries. 

All personnel are responsible for ensuring that personal 
data is handled securely, confidentially, and only for 
authorized purposes. Individuals who access personal 
data must follow the procedures and controls 
established in this policy and any related data 
protection procedures issued by National Medical Care 
Company, its branches, and its subsidiaries. 

 

Management within National Medical Care Company, 
its branches, and its subsidiaries is responsible for 
ensuring that appropriate controls, training, and 
oversight mechanisms are implemented to support 
compliance with this policy and applicable data 
protection laws. Any suspected misuse of personal data 
or potential data protection incident must be reported 
immediately in accordance with the company internal 
incident management procedures. 
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3. Definitions 

To ensure consistent understanding and application of 
this policy across National Medical Care Company, its 
branches, and its subsidiaries, the following key terms 
are defined in accordance with the Kingdom of Saudi 
Arabia Personal Data Protection Law (KSA PDPL) and it’s 
Implementing Regulations. 

 These definitions are used throughout this policy to 
clarify the roles, responsibilities, and concepts related 
to personal data protection. 

Terms Definitions 

 

National Medical Care Company, its 
branches, and its subsidiaries . 

National Medical Care Company, its branches, and its subsidiaries 
Company is the healthcare organization responsible for providing medical 
services and managing healthcare facilities. For the purposes of this 
policy, National Medical Care Company, its branches, and its subsidiaries 
acts as the Data Controller for personal data processed within its 
healthcare, administrative, and operational activities. 

 

Personal Data 

Any information relating to an identified or identifiable individual. An 
individual may be identified directly or indirectly through identifiers such 
as name, identification number, location data, online identifier, or through 
one or more factors related to the individual’s physical, physiological, 
genetic, mental, economic, cultural, or social identity. 

Sensitive Personal Data 
Personal data that requires enhanced protection under the KSA PDPL due 
to its sensitive nature. This includes data relating to health status, medical 
records, genetic or biometric data used for identification, racial or ethnic 
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Terms Definitions 

 

 origin, religious or intellectual beliefs, criminal records, and any data 
indicating that one or both of the individual’s parents are unknown. Within 
National Medical Care Company, its branches, and its subsidiaries, 
sensitive personal data commonly includes patient medical records, 
laboratory results, diagnostic information, and other healthcare-related 
information

Data Subject 
 

The natural person to whom personal data relates. Within the context of 
National Medical Care Company, its branches, and its subsidiaries, data 
subjects may include patients, patient family members or guardians, 
employees, medical staff, job applicants, contractors, vendors, and 
visitors. 

Processing 
 

Any operation or set of operations performed on personal data, whether 
by automated means or manually. Processing may include collection, 
recording, organization, storage, retrieval, use, disclosure, sharing, transfer, 
restriction, deletion, or destruction of personal data. 
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Terms Definitions 

 

Data Controller 
 

The entity that determines the purpose and means of processing personal 
data. For the purposes of this policy, National Medical Care Company, its 
branches, and its subsidiaries acts as the Data Controller when 
determining how and why personal data is processed within its 
operations. 

Data Processor 
 

Any natural or legal person or organization that processes personal data 
on behalf of the Data Controller in accordance with the controller’s 
instructions. 

Data Breach 
 

A security incident that leads to the accidental or unlawful destruction, 
loss, alteration, unauthorized disclosure of, or access to personal data that 
is processed by National Medical Care Company, its branches, and its 
subsidiaries . 

 .  

 

Processing 

 

 

 

Any operation performed on personal data, whether automated or 
manual, including collection, recording, organization, structuring, storage, 
adaptation, retrieval, consultation, use, disclosure by transmission, 
dissemination, or otherwise making available, alignment, combination, 
restriction, erasure, or destruction. 
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Terms Definitions 

 

Record of Processing Activities 
(RoPA) 

 

A documented inventory maintained by National Medical Care Company, 
its branches, and its subsidiaries that records all personal data processing 
activities conducted by the organization. The RoPA provides transparency 
regarding the categories of personal data processed, the purposes of 
processing, the systems used, and the parties with whom data may be 
shared. 

 

 

Data Protection Impact Assessment 
(DPIA) 

 

A structured process used to identify and assess risks to personal data 
when new processing activities, technologies, or systems are introduced. 
A DPIA helps ensure that privacy risks are identified and mitigated before 
processing begins. 

Anonymization 
 

The process of modifying personal data so that the individual cannot be 
identified directly or indirectly. Once data has been properly anonymized, 
it can no longer be associated with a specific individual. 

Competent Authority 
 

The regulatory authority responsible for supervising compliance with the 
Personal Data Protection Law in the Kingdom of Saudi Arabia. Currently, 
this role is performed by the Saudi Data and Artificial Intelligence 
Authority (SDAIA). 
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4.  Personal Data Collected 

National Medical Care Company, its branches, and its 
subsidiaries collects and processes personal data as 
part of delivering healthcare services, managing 
operational activities, and fulfilling regulatory 
obligations. The company ensures that personal data is 
collected and processed in a transparent and lawful 
manner in accordance with the Kingdom of Saudi 
Arabia Personal Data Protection Law (KSA PDPL) and it’s 
Implementing Regulations. 

Personal data is collected only when necessary to 
support healthcare delivery, administrative operations, 
or compliance with legal and regulatory requirements. 
The company applies the principle of data 
minimization, meaning that only the personal data 
required for a specific purpose is collected and 
processed.   

4.1 List of Types of Data Collected 

National Medical Care Company, its branches, and its 
subsidiaries processes personal data relating to several 
categories of individuals who interact with the 
organization. The type of data collected depends on 
the relationship between the individual and National 
Medical Care Company, its branches, and its 
subsidiaries. 

 

 

 

 

Patients 

As part of providing medical care and healthcare 
services, National Medical Care Company, its branches, 
and its subsidiaries collects and processes personal 
and sensitive personal data relating to patients. This 
may include: 

 Personal identification details such as name, 
national ID or Iqama number, passport number, 
date of birth, gender, nationality, and contact 
information. 

 Contact information such as address, phone 
number, and email address. 

 Medical and health information including medical 
history, diagnoses, treatment records, laboratory 
results, radiology reports, prescriptions, and other 
clinical records. 
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 

 Appointment information, admission and 
discharge records, and treatment schedules. 

 Insurance and billing information required for 
claims processing and financial administration. 

 

Because healthcare services require the processing of 
medical information, patient records often contain 
sensitive personal data, which is handled with 
enhanced safeguards and strict access controls. 

 

 

 

 

 

Employees and Medical Staff 

 National Medical Care Company, its branches, and its 
subsidiaries processes personal data relating to 
employees and medical professionals working within 
the organization. This may include: 
 Personal identification details such as name, 

national ID or Iqama, passport details, date of birth, 
gender, and contact information. 

 Employment information including job title, 
department, employment contract details, and 
employment history. 

 Educational background, professional 
certifications, licenses, and training records. 

 Payroll and financial information necessary for 
salary payments and benefits administration. 

 Attendance records, access logs, and internal 
system usage records. 

In certain cases, limited health-related information may 
be processed for occupational health, workplace 
safety, or medical leave management. 

 

 

 

 

 

Job Applicants 

During recruitment activities, National Medical Care 
Company, its branches, and its subsidiaries collects 
personal data from job applicants to assess their 
suitability for employment. This may include: 

 Name and contact details. 
 Curriculum vitae (CV) or resume. 
 Educational qualifications and professional 

certifications. 
 Previous employment history. 
 References or recommendation details. 
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 

 

 

 

Vendors, Contractors, and Service Providers 

National Medical Care Company, its branches, and its 
subsidiaries may collect personal data relating to 
representatives of vendors, contractors, and service 
providers engaged by the organization. This may 
include: 

 Name and contact information of company 
representatives. 

 Job titles and professional roles. 
 Business contact details. 
 Identification information required for compliance, 

facility access, or contractual purposes. 
 

 

 

 

 

Visitors 

For facility management and security purposes, the 
company may collect limited personal data from 
visitors entering its premises. This may include: 

 Name and identification information. 
 Contact details when required for visitor 

registration. 
 Records of entry and exit from the company 

facilities. 
 CCTV recordings captured within NMC the 

company premises for safety and security 
purposes. 

 

4.2 Why Data is Being Collected 

National Medical Care Company, its branches, and its 
subsidiaries collects and processes personal data to 
support its core mission of delivering safe and effective 
healthcare services while maintaining efficient 
operational management. 

Personal data is primarily used to provide medical care 
and treatment to patients, maintain accurate medical 
records, manage appointments, and facilitate 
communication between patients and healthcare 
professionals. 
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In addition, personal data is processed to support 
administrative functions such as insurance claims 
processing, billing management, workforce 
administration, recruitment processes, and vendor 
management. National Medical Care Company, its 
branches, and its subsidiaries may also process 
personal data to meet legal and regulatory 
requirements, including reporting obligations to 
regulatory authorities. 

Personal data may also be used to maintain the safety 
and security of National Medical Care Company, its 
branches, and its subsidiaries facilities and systems, 
including managing access to premises and 
monitoring security systems. 

 

4.3 How Data is Being Collected 

National Medical Care Company, its branches, and its 
subsidiaries collects personal data through several 
lawful and transparent methods depending on the 
nature of the interaction with the individual. 

In many cases, personal data is collected directly from 
the data subject. For example, patients provide 
personal and medical information during registration, 
consultation, or treatment. Employees and job 
applicants provide personal data during recruitment 
and employment processes. 

Personal data may also be collected through internal 
systems and operational platforms used within National 
Medical Care Company, its branches, and its 
subsidiaries, including healthcare information systems, 
appointment management systems, human resources 
systems, and other administrative applications used to 
support healthcare services. 

In certain situations, personal data may be obtained 
from authorized third parties, such as insurance 
providers, recruitment agencies, regulatory bodies, or 
other healthcare providers when required for lawful 
purposes. 
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National Medical Care Company, its branches, and its 
subsidiaries may also collect limited information 
through automated systems, including system access 
logs and CCTV systems installed within National 
Medical Care Company, its branches, and its 
subsidiaries facilities for security and operational 
monitoring. 

National Medical Care Company, its branches, and its 
subsidiaries ensures that individuals are informed 
about how their personal data will be collected and 
used through appropriate privacy notices and 
communication channels. 

5. Legal Basis for Data Processing                                   

National Medical Care Company, its branches, and its 
subsidiaries processes personal data only when there is 
a lawful basis for doing so under the Kingdom of Saudi 
Arabia Personal Data Protection Law (KSA PDPL) and it’s 
Implementing Regulations. 

 All processing activities carried out by National Medical 
Care Company, its branches, and its subsidiaries must 
be justified by one or more lawful grounds, ensuring 
that personal data is handled transparently, fairly, and 
in accordance with applicable legal requirements. 

Given the nature of healthcare services, National 
Medical Care Company, its branches, and its 
subsidiaries frequently processes sensitive personal 
data, particularly medical and health information. Such 
processing is carried out only when it is necessary for 
providing healthcare services, fulfilling legal 
obligations, or protecting the interests of individual. 

 

5.1 Consent 

In certain situations, National Medical Care Company, 
its branches, and its subsidiaries processes personal 
data based on the consent of the data subject. Consent 
must be freely given, clear, and informed. Individuals 
must understand the purpose for which their data is 
being collected and how it will be used. 
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Where consent is used as the legal basis for processing, 
individuals must be able to withdraw their consent at 
any time. National Medical Care Company, its branches, 
and its subsidiaries ensures that withdrawing consent is 
as easy as providing it. Once consent is withdrawn, the 
company will stop processing the personal data unless 
another lawful basis applies. 
Consent may be used in situations such as for providing 
medical services to Patients, voluntary participation in 
surveys, marketing and advertisement 
communications, or other activities where consent is 
required by law. 

 

5.2 Contractual Necessity 

Personal data may be processed when it is necessary 
for the performance of a contract or for taking steps 
prior to entering a contract with the data subject. 

Within National Medical Care Company, its branches, 
and its subsidiaries, this may include processing 
personal data to manage employment relationships, 
process payroll and employee benefits, or manage 
contracts with vendors and service providers.  

Processing may also be required to facilitate certain 
healthcare services where administrative arrangements 
are necessary to deliver care. 

5.3 Legal Obligation 
National Medical Care Company, its branches, and its 
subsidiaries processes personal data when required to 
comply with legal or regulatory obligations under 
applicable laws and regulations within the Kingdom of 
Saudi Arabia. 
This includes obligations related to ministry of health 
and other healthcare regulations, financial reporting, 
insurance processing, employment laws, and 
regulatory reporting to relevant authorities. In such 
cases, National Medical Care Company, its branches, 
and its subsidiaries processes personal data only to the 
extent necessary to meet these legal requirements. 

 



Data Protection and Privacy Policy 
 

17 

5.4 Protection of Vital Interest 
In certain circumstances, personal data may be 
processed to protect the vital interests of the data 
subject or another individual. This typically applies in 
situations where processing is necessary to protect a 
person's life, health, or physical safety. 
In a healthcare environment such as National Medical 
Care Company, its branches, and its subsidiaries , this 
may arise during medical emergencies where 
healthcare professionals must access or process 
patient data to provide urgent medical treatment. 

 

5.5 Public Interest 

Personal data may be processed where it is necessary 
for tasks carried out in the public interest or where 
National Medical Care Company, its branches, and its 
subsidiaries is required to fulfil responsibilities that 
support public health and safety. 

This may include processing personal data for 
regulatory reporting, public health monitoring, 
compliance with healthcare standards, or cooperation 
with regulatory authorities where required by law. 

 

5.6 Pursue legitimate operational interests 

In certain situations, National Medical Care Company, 
its branches, and its subsidiaries may process personal 
data to pursue legitimate operational interests, 
provided that such interests do not override the rights 
and freedoms of the data subject. 

Examples may include maintaining the security of 
National Medical Care Company, its branches, and its 
subsidiaries facilities and systems, preventing fraud, 
ensuring operational efficiency, and improving service 
quality. When relying on legitimate interests, National 
Medical Care Company, its branches, and its 
subsidiaries ensures that appropriate safeguards are 
implemented to protect personal data and the rights of 
individuals. 
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6. Record of Processing Activities (RoPA) & Data 
Protection Impact Assessment 

National Medical Care Company, its branches, and its 
subsidiaries maintains structured documentation of its 
personal data processing activities in order to ensure 
transparency, accountability, and compliance with the 
Kingdom of Saudi Arabia Personal Data Protection Law 
(KSA PDPL) and its Implementing Regulations. Proper 
documentation and risk assessment enable National 
Medical Care Company, its branches, and its 
subsidiaries to understand how personal data flows 
through the organization and to identify potential risks 
to individuals’ privacy. 

 

 

 

 

 

 

 

6.1 Record of Processing Activities (RoPA) 
 
National Medical Care Company, its branches, and its 
subsidiaries maintains a Record of Processing Activities 
(RoPA) that documents all personal data processing 
activities carried out within the organization. The RoPA 
serves as an internal register that provides visibility over 
how personal data is collected, used, stored, shared, 
and retained across different departments and 
systems. 

The RoPA typically includes information such as: 

 The purpose of the processing activity 
 Categories of personal data processed 
 Categories of data subjects involved 
 Systems or applications used to process personal 

data 
 Data retention periods 
 Third parties with whom personal data may be 

shared 
 Security measures applied to protect personal data 

 
Each department within National Medical Care 
Company, its branches, and its subsidiaries that 
processes personal data is responsible for providing 
accurate and up-to-date information regarding its 
processing activities. These details are recorded and 
maintained within the RoPA to ensure that National 
Medical Care Company, its branches, and its 
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subsidiaries has a complete overview of all personal 
data processing activities. 

The RoPA must be reviewed and updated whenever 
there are significant changes to processing activities, 
including the introduction of new systems, services, or 
data processing purposes. 

 

 

 

 

 

6.2 Data Protection Impact Assessment  

National Medical Care Company, its branches, and its 
subsidiaries conducts Data Protection Impact 
Assessments (DPIAs) when a new project, system, or 
process involving personal data may present a higher 
risk to the privacy or rights of individuals. 

A DPIA helps identify and evaluate potential privacy 
risks before the processing begins and ensures that 
appropriate safeguards are implemented to mitigate 
those risks. 

A DPIA may be required in situations such as: 

 Processing of sensitive personal data, including 
health and medical information 

 Implementation of new technologies or digital 
health systems 

 Large-scale processing of patient data 
 Continuous monitoring of individuals through 

surveillance systems 
 Integration of multiple data sources that may 

increase privacy risks 
 
The DPIA process allows National Medical Care 
Company, its branches, and its subsidiaries to assess 
whether the intended processing complies with data 
protection requirements and whether additional 
technical or organizational safeguards are necessary 

By maintaining an up-to-date RoPA and conducting 
DPIAs where appropriate, National Medical Care 
Company, its branches, and its subsidiaries ensures that 
personal data processing activities are properly 
documented, monitored, and managed in accordance 
with PDPL requirements. 
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7. Data Storage and Retention     

 National Medical Care Company, its branches, and its 
subsidiaries ensures that personal data is stored 
securely and retained only for as long as necessary to 
fulfil the purposes for which it was collected.  

All storage and retention practices are aligned with the 
requirements of the Kingdom of Saudi Arabia Personal 
Data Protection Law (KSA PDPL), its Implementing 
Regulations, and other applicable healthcare and 
regulatory requirements. 

National Medical Care Company, its branches, and its 
subsidiaries maintains a separate Personal Data 
Retention and Policy that defines detailed retention 
periods and disposal procedures for different 
categories of personal data processed by the 
organization. This policy provides specific guidance on 
how long personal data must be retained based on 
legal, regulatory, and operational requirements. 

All departments within National Medical Care 
Company, its branches, and its subsidiaries must follow 
the requirements of the Personal Data Retention and 
Disposal Policy when determining how long personal 
data should be stored and when it should be securely 
deleted or anonymized. 

 

7.1 Policy Highlights 

National Medical Care Company, its branches, and its 
subsidiaries applies clear principles to ensure 
responsible storage and retention of personal data. 
Personal data is retained only for the period necessary 
to achieve the purpose for which it was collected or to 
comply with applicable legal and regulatory 
obligations. 

Retention periods are determined based on the nature 
of the data, the purpose of processing, and relevant 
legal requirements. Once the purpose for processing 
has been fulfilled and the applicable retention period 
has expired, personal data must be securely deleted or 
anonymized in accordance with approved procedures. 
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Access to stored personal data is restricted to 
authorized personnel who require access for legitimate 
operational, clinical, or administrative purposes . 

 

7.2 Data Storage 

 

Personal data within National Medical Care Company, 
its branches, and its subsidiaries may be stored in 
different systems and formats depending on 
operational requirements. This includes electronic 
systems such as healthcare information systems, 
administrative applications, and secure databases, as 
well as physical records maintained within controlled 
environments. 

National Medical Care Company, its branches, and its 
subsidiaries ensures that appropriate technical and 
organizational safeguards are implemented to protect 
stored personal data. These safeguards include access 
controls, secure system configurations, encryption 
where appropriate, and physical security measures for 
facilities where records are stored. 

Where personal data is stored or processed by third-
party service providers, National Medical Care 
Company, its branches, and its subsidiaries ensures that 
such providers implement appropriate security 
measures and comply with the data protection 
obligations established by National Medical Care 
Company, its branches, and its subsidiaries. 

 

7.3 Data Deletion and Anonymization 

When personal data is no longer required for the 
purpose for which it was collected and the applicable 
retention period has expired, National Medical Care 
Company, its branches, and its subsidiaries ensures that 
the data is securely removed from its systems. 

Personal data may be securely deleted or anonymized 
so that individuals can no longer be identified directly 
or indirectly. These processes are conducted in 
accordance with the procedures defined in the 
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Company Personal Data Retention Policy and 
guidelines given by SDAIA 

By following these procedures, National Medical Care 
Company, its branches, and its subsidiaries ensures that 
personal data is not retained longer than necessary 
and that it is disposed of in a secure and controlled 
manner. 

8. Data Storage and Retention      

National Medical Care Company, its branches, and its 
subsidiaries may use cookies and similar technologies 
on its websites or digital platforms to support 
functionality, improve user experience, and ensure the 
secure operation of online services. Cookies are small 
text files that are stored on a user’s device when visiting 
a website. These technologies help the Company 
understand how users interact with its online services 
and allow certain features to operate effectively. 

Where cookies are used, National Medical Care 
Company, its branches, and its subsidiaries ensures that 
their use is consistent with applicable privacy and data 
protection requirements under the Kingdom of Saudi 
Arabia Personal Data Protection Law (KSA PDPL). 

                       

 

 

8.1 Types of Cookies 
 
Cookies used on National Medical Care Company, its 
branches, and its subsidiaries digital platforms may 
include the following categories: 

 Essential Cookies  
These cookies are necessary for the operation of 
the website or digital platform. They enable basic 
features such as page navigation, secure access to 
certain areas of the platform, and system 
functionality. 

 Performance Cookies 
These cookies help National Medical Care the 
Company, its branches, and its subsidiaries 
understand how users interact with its website by 
collecting information such as page visits, 
navigation patterns, and system performance. The 
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 

information collected is typically aggregated and 
used to improve the functionality of digital services. 

 Functional Cookies 
Functional cookies allow websites to remember 
certain preferences or settings chosen by the user, 
such as language preferences or system 
configuration options, which improves the overall 
user experience. 

 

8.2 Consent and Control 

Where required, users will be informed about the use of 
cookies when accessing the Company website or 
digital platforms. Individuals may have the option to 
accept or manage cookie preferences through website 
settings or browser controls. 

Users can also modify their browser settings to block or 
delete cookies. However, disabling certain cookies may 
affect the functionality or performance of some online 
services. 

8.3 Data Collected Through Cookies 

Information collected through cookies may include 
technical data related to website usage, such as IP 
address, browser type, device information, and pages 
visited. This information is used primarily to maintain 
the security and functionality of National Medical Care 
Company, its branches, and its subsidiaries digital 
platforms and to improve the overall user experience. 

Any personal data collected through cookies is 
handled in accordance with this policy and applicable 
data protection requirements. 

9. Data Subject Rights                                                                                           

 National Medical Care Company, its branches, and its 
subsidiaries recognizes and respects the rights of 
individuals regarding the processing of their personal 
data in accordance with the Kingdom of Saudi Arabia 
Personal Data Protection Law (KSA PDPL) and its 
Implementing Regulations. The Company is committed 
to ensuring transparency in how personal data is 
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processed and providing individuals with mechanisms 
to exercise their rights where applicable. 

National Medical Care Company, its branches, and its 
subsidiaries has established Data Subject Request 
procedure to ensure that requests related to personal 
data are handled in a timely and transparent manner 
while maintaining appropriate safeguards to protect 
the confidentiality and security of personal information. 

9.1 Right to be informed 

Individuals have the right to be informed about the 
purpose for collecting their personal data, the legal 
basis for processing, and how their personal data will 
be used. National Medical Care Company, its branches, 
and its subsidiaries ensures that individuals are 
provided with clear and transparent information 
through privacy notices and other relevant 
communications at the time their personal data is 
collected. 

 

9.2 Right to Access to Your Personal Data 

Individuals have the right to access their personal data 
that is processed by National Medical Care Company, 
its branches, and its subsidiaries. Upon receiving a valid 
request, the company will provide confirmation of 
whether personal data relating to the individual is 
being processed and may provide access to that 
information in accordance with applicable legal 
requirements. 

 

9.3 Right to Request Access to Obtain Personal Data  

Individuals may request a copy of their personal data 
held by National Medical Care Company, its branches, 
and its subsidiaries in a readable and clear format. 
Where applicable, National Medical Care Company, its 
branches, and its subsidiaries may provide the 
requested information in a structured and commonly 
used format, subject to any legal or regulatory 
limitations. 
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9.4 Right to Correct Personal Data 

Individuals have the right to request the correction, 
completion, or updating of their personal data if it is 
inaccurate, incomplete, or outdated. National Medical 
Care Company, its branches, and its subsidiaries will 
review such requests and take appropriate steps to 
ensure that personal data remains accurate and up to 
date. 

  

9.5 Right to Request Destruction of Personal Data 

Individuals may request the destruction of their 
personal data if the data is no longer necessary for the 
purpose for which it was collected or processed, 
provided that National Medical Care Company, its 
branches, and its subsidiaries is not required to retain 
the data under applicable legal or regulatory 
obligations. 

 

9.6 Right to Withdraw Consent 

Where personal data processing is based on consent, 
individuals have the right to withdraw their consent at 
any time. Upon withdrawal of consent, National Medical 
Care Company, its branches, and its subsidiaries will 
stop processing the personal data for the relevant 
purpose unless another lawful basis for processing 
exists. 

 

9.7 Right to File a Complaint 

Individuals who believe that their personal data has 
been processed in violation of applicable data 
protection requirements may submit a complaint to 
National Medical Care Company, its branches, and its 
subsidiaries.  

National Medical Care Company, its branches, and its 
subsidiaries will review and address such complaints in 
accordance with its internal procedures. 
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If the individual is not satisfied with the outcome, they 
may escalate the matter to the competent supervisory 
authority, which is currently the Saudi Data and 
Artificial Intelligence Authority (SDAIA). 

9.8 Right to Claim Compensation 

Individuals may have the right to claim compensation 
for any material or moral damage resulting from a 
violation of the Personal Data Protection Law and its 
Implementing Regulations, in accordance with 
applicable legal provisions. 

Exercising Rights 

National Medical Care Company, its branches, and its 
subsidiaries has established Data Subject Request 
procedure to manage requests from individuals 
seeking to exercise their data protection rights. 
Requests will be reviewed and responded to within the 
timeframes required by applicable regulations. 

Individuals may submit requests through the official 
communication channels designated by National 
Medical Care Company, its branches, and its 
subsidiaries for privacy and data protection matters. All 
requests will be handled in a secure and confidential 
manner to protect the identity and personal data of the 
requesting individual.

10. Security Measures to Protect Data         

National Medical Care Company, its branches, and its 
subsidiaries is committed to protecting the 
confidentiality, integrity, and availability of personal 
data processed within its operations. The company 
implements appropriate technical and organizational 
security measures to safeguard personal data against 
unauthorized access, disclosure, alteration, loss, or 
destruction. 

These measures are designed to ensure that personal 
data is protected throughout its lifecycle and that 
access to personal data is limited to authorized 
personnel who require such access to perform their 
duties. Security controls are regularly reviewed and 
updated to address emerging risks and evolving 
security threats.                          
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10.1 Commitment to Data Protection 

National Medical Care Company, its branches, and its 
subsidiaries recognizes that protecting personal data is 
a critical responsibility, particularly in a healthcare 
environment where sensitive personal data such as 
medical and health information is processed. 

National Medical Care Company, its branches, and its 
subsidiaries is committed to implementing effective 
security controls and maintaining strong governance 
practices to ensure that personal data is handled 
responsibly and in accordance with the requirements 
of the Kingdom of Saudi Arabia Personal Data 
Protection Law (KSA PDPL) and other applicable 
regulatory obligations. 

All employees and authorized personnel are required 
to comply with National Medical Care Company, its 
branches, and its subsidiaries security policies and 
procedures when accessing or processing personal 
data. 

 

 

 

 

 

 

10.2 Technical Security Measures 

National Medical Care Company, its branches, and its 
subsidiaries implements a range of technical 
safeguards to protect personal data processed within 
its systems and digital platforms. These measures 
include secure system configurations, encryption 
where appropriate, and monitoring mechanisms 
designed to detect and prevent unauthorized access. 

Technical controls may include: 

 Encryption of personal data during storage and 
transmission where required. 

 Access control mechanisms to ensure that only 
authorized personnel can access personal data. 

 Secure authentication procedures for system 
access. 

 Monitoring of system activity and access logs to 
detect potential security incidents. 

 Network security controls such as firewalls and 
intrusion detection mechanisms. 

 Data Loss Prevention (DLP) policies and tools. 
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These measures help ensure that National Medical Care 
Company, its branches, and its subsidiaries systems 
remain secure and that personal data is protected 
against unauthorized access or misuse. 

 

10.3 Organizational Security Measures 

In addition to technical controls, National Medical Care 
Company, its branches, and its subsidiaries implements 
organizational measures to ensure that personal data is 
handled responsibly by employees and authorized 
personnel. 

Organizational safeguards include clearly defined roles 
and responsibilities for data protection, confidentiality 
obligations for employees, and procedures governing 
access to personal data. 

National Medical Care Company, its branches, and its 
subsidiaries also ensures that third parties processing 
personal data on its behalf are subject to appropriate 
contractual obligations requiring them to implement 
adequate security measures and comply with 
applicable data protection requirements. 

Through these combined technical and organizational 
controls, National Medical Care Company, its branches, 
and its subsidiaries aims to maintain a secure 
environment that protects personal data and supports 
compliance with relevant data protection laws. 

 

11. Data Sharing with Third Parties   

National Medical Care Company, its branches, and its 
subsidiaries may share personal data with third parties 
when necessary to support healthcare services, 
operational activities, or to comply with legal and 
regulatory obligations. When sharing personal data, the 
Company ensures that appropriate safeguards are 
implemented to protect the confidentiality and 
security of the data. 
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All data sharing activities must comply with the 
Kingdom of Saudi Arabia Personal Data Protection Law 
(KSA PDPL) and it’s Implementing Regulations.  
 
The company ensures that personal data is shared only 
for legitimate purposes and only to the extent 
necessary to fulfil the intended purpose. 
                                               

 

 

 

 

 

 

11.1 Types of Third Parties 

National Medical Care Company, its branches, and its 
subsidiaries may share personal data with carefully 
selected third parties that support its operations and 
service delivery. These third parties may include: 

 Healthcare service providers and laboratories 
involved in patient care. 

 Insurance providers and claims administrators 
responsible for processing insurance claims. 

 IT service providers responsible for maintaining 
healthcare information systems and digital 
infrastructure. 

 Professional advisors such as legal consultants, 
auditors, and compliance advisors. 

 Government and regulatory authorities where 
disclosure is required by law. 

 Vendors and contractors providing operational 
services to National Medical Care Company, its 
branches, and its subsidiaries. 

11.2 Types of Data Shared 

The type of personal data shared with third parties 
depends on the purpose of the data sharing and the 
services being provided. This may include personal 
identification details, contact information, medical 
information required for treatment or insurance 
processing, employment information related to 
workforce management, and operational data 
necessary for service delivery. 

National Medical Care Company, its branches, and its 
subsidiaries ensures that only the minimum amount of 
personal data necessary to fulfil the intended purpose 
is shared with third parties. 
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11.3 Purpose of Data Sharing 

Personal data may be shared with third parties for 
purposes including supporting medical treatment and 
healthcare services, processing insurance claims and 
billing activities, maintaining information systems and 
operational infrastructure, fulfilling contractual 
obligations, and complying with legal or regulatory 
reporting requirements. 

Data sharing may also occur to support operational 
activities such as vendor management, facility 
maintenance, and professional advisory services. 

 

 

 

 

11.4 Contractual Safeguards 

Where third parties process personal data on behalf of 
National Medical Care Company, its branches, and its 
subsidiaries, appropriate contractual safeguards are 
established to ensure that personal data is handled 
securely and in compliance with applicable data 
protection laws. 

These safeguards may include: 

 Data Processing Agreements (DPAs) that clearly 
define the responsibilities of the third party when 
processing personal data on behalf of National 
Medical Care Company, its branches, and its 
subsidiaries. These agreements ensure that the 
third party processes personal data only in 
accordance with the Company instructions and 
implements appropriate security measures. 

 Non-Disclosure Agreements (NDAs) that require 
third parties to maintain the confidentiality of 
personal data and prevent unauthorized disclosure 
or misuse of the information. 

 Contractual provisions that require third parties to 
implement appropriate technical and 
organizational security controls to protect personal 
data. 
 

Through these contractual mechanisms, National 
Medical Care Company, its branches, and its 
subsidiaries ensures that third parties maintain 
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adequate data protection standards when handling 
personal data. 

 

 

 

 

11.5 Cross-border Data Transfer 

In certain situations, personal data may be transferred 
outside the Kingdom of Saudi Arabia when necessary 
to support healthcare services, operational 
requirements, or collaboration with external service 
providers. 

Where cross-border transfers occur, National Medical 
Care Company, its branches, and its subsidiaries 
ensures that such transfers comply with the 
requirements of the KSA PDPL and that appropriate 
safeguards are implemented to protect personal data. 
These safeguards may include: 

 Conducting assessments to ensure that the 
destination country provides an adequate level of 
data protection. 

 Implementing Standard Contractual Clauses (SCCs) 
or equivalent contractual mechanisms to ensure 
that personal data remains protected when 
transferred to another jurisdiction. 

 Ensuring that third parties receiving personal data 
outside the Kingdom implement appropriate 
security measures and comply with National 
Medical Care Company, its branches, and its 
subsidiaries data protection requirements. 
 

National Medical Care Company, its branches, and its 
subsidiaries ensures that any cross-border transfer of 
personal data is conducted in a controlled and lawful 
manner while maintaining the privacy and security of 
individuals' personal data. 

12. Data Breach Response    

National Medical Care Company, its branches, and its 
subsidiaries is committed to responding promptly and 
effectively to any incident that may compromise the 
security of personal data.  
The Company has established procedures to detect, 
assess, manage, and report personal data breaches in 
accordance with the Kingdom of Saudi Arabia Personal 
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Data Protection Law (KSA PDPL) and its Implementing 
Regulations. 
These procedures are designed to minimize potential 
harm to individuals, ensure regulatory compliance, and 
strengthen security controls to prevent future 
incidents. 

 

12.1 Personal Data Breach 

A Personal Data Breach, as defined in Chapter 3 of this 
policy, refers to any security incident that results in the 
accidental or unlawful destruction, loss, alteration, 
unauthorized disclosure of, or access to personal data 
processed by National Medical Care Company, its 
branches, and its subsidiaries. 

Such incidents may arise from system vulnerabilities, 
human error, malicious activities, or technical failures. 
Any event that compromises the confidentiality, 
integrity, or availability of personal data must be 
treated as a potential data breach and handled in 
accordance with National Medical Care Company, its 
branches, and its subsidiaries incident response 
procedures. 

 

 

 

 

 

 

12.2 Response Procedures 

When a potential personal data breach is identified, 
National Medical Care Company, its branches, and its 
subsidiaries will take immediate steps to assess and 
contain the incident. The objective of the response 
process is to prevent further unauthorized access, 
minimize potential damage, and protect affected 
personal data. 

Initial response actions may include: 

 Securing or isolating affected systems. 
 Preventing further unauthorized access to 

personal data. 
 Assessing the nature and scope of the breach. 
 Identifying the categories of personal data 

affected. 
 Determining the potential impact on 
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individuals. 
National Medical Care Company, its branches, and its 
subsidiaries will activate its internal incident 
management procedures to ensure that the breach is 
investigated and managed by the appropriate 
personnel. 

 

 

 

 

12.3 Investigation and Remediation 

Following identification of a personal data breach, the 
Company will conduct a thorough investigation to 
determine the root cause of the incident and evaluate 
its impact. 

The Data Protection Officer (DPO) will coordinate with 
relevant departments such as IT, Information Security, 
Legal, and Compliance to assess the incident and 
determine the appropriate response measures. 

The investigation will evaluate: 

 The cause and circumstances of the breach. 
 The categories and volume of personal data 

involved. 
 The potential risks to affected individuals. 
 
Based on the findings, National Medical Care Company, 
its branches, and its subsidiaries will implement 
corrective measures to address the issue and 
strengthen existing security controls.  

These actions may include improving system security, 
updating procedures, or providing additional training 
to employees. 

 

 

 

 

12.4 Notification to Affected Individuals 

If a personal data breach is likely to result in harm or 
significant risk to the rights or interests of individuals, 
the company will notify the affected individuals without 
undue delay. 

The notification will provide clear and transparent 
information regarding: 

 The nature of the personal data breach. 
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 

 The potential consequences of the breach. 
 The measures taken or proposed by the Company 

to address the breach. 
 Guidance on any actions individuals may take to 

mitigate potential risks. 
Notifications will be communicated in a clear and 
understandable manner. 

 

12.5 Reporting a Breach 

All employees, contractors, and authorized personnel 
must immediately report any suspected or confirmed 
personal data breach through National Medical Care 
Company, its branches, and its subsidiaries designated 
internal reporting channels. 

Where required under applicable regulations, the 
company will report personal data breaches to the 
competent regulatory authority, currently the Saudi 
Data and Artificial Intelligence Authority (SDAIA), in 
accordance with the requirements of the KSA PDPL. 

Timely reporting and coordinated response are 
essential to ensure that personal data remains 
protected and that appropriate actions are taken to 
address any security incidents. 

13. Employee Training      

National Medical Care Company, its branches, and its 
subsidiaries recognizes that employee awareness and 
responsibility are essential to protecting personal data. 
As part of its commitment to compliance with the 
Kingdom of Saudi Arabia Personal Data Protection Law 
(KSA PDPL), the company ensures that employees 
understand their responsibilities when handling 
personal data and are aware of the importance of 
maintaining confidentiality and security. 

The company provides data protection and privacy 
training to employees who process or have access to 
personal data as part of their roles. These training 
programs aim to ensure that employees understand 
applicable data protection requirements, internal 
policies, and the procedures they must follow when 
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 

 

 

 

 

collecting, using, storing, or sharing personal data. 

Training may cover topics such as: 

 Basic principles of personal data protection. 
 Responsibilities of employees when handling 

personal data. 
 Proper use of the company information systems 

and data access controls. 
 Identification and reporting of personal data 

breaches or security incidents. 
 Protection of sensitive personal data, including 

patient health information. 
 

National Medical Care Company, its branches, and its 
subsidiaries may provide general data protection 
awareness training to all employees and additional 
role-specific training to personnel who regularly handle 
sensitive personal data or are responsible for managing 
data protection processes. 

The Data Protection Officer (DPO) or the designated 
data protection function within the company may 
support the development and delivery of training 
programs to ensure that employees remain informed 
about data protection requirements and best practices. 

14. Changes to Policy      

National Medical Care Company, its branches, and its 
subsidiaries reserves the right to update or amend this 
Internal Data Protection and Privacy Policy when 
necessary to reflect changes in legal requirements, 
regulatory guidance, operational practices, or 
technological developments. 

Updates to this policy may occur in response to 
changes in the Kingdom of Saudi Arabia Personal Data 
Protection Law (KSA PDPL), it’s Implementing 
Regulations, guidance issued by the Saudi Data and 
Artificial Intelligence Authority (SDAIA), or other 
applicable healthcare and regulatory requirements. 

 The company will review this policy periodically to 
ensure that it remains accurate, effective, and aligned 
with applicable laws and best practices in data 
protection and privacy management. 
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Where significant changes are made to the policy, the 
company will communicate the updates to relevant 
employees and stakeholders through appropriate 
internal communication channels. Employees are 
expected to familiarize themselves with the updated 
policy and comply with its requirements when handling 
personal data. 
The Data Protection Officer (DPO) or the designated 
data protection function within the company may 
oversee the review and update process to ensure that 
the policy continues to support the company data 
protection framework and regulatory compliance 
obligations. 
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